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Abstract

1 Comparative data analytics are available at www.cd4ir.africa.

Analyses of 40 countries in Africa were 
conducted for the present study, which was 
aimed at investigating the relationship between 
cybersecurity and development in the fourth 
industrial revolution, which is believed to have 
commenced in 2011 and is characterized by the 
Internet of things and innovations. The results of 
the analyses revealed that the correlation between 
cybersecurity and Internet penetration was strong 
at approximately 66 per cent, which demonstrates 
a measure of cybersecurity, confidence and trust 
in the use of cyberspace. For countries and areas 
in Latin America and the Caribbean and in Asia, 
including Western Asia , the correlations were 60 
per cent and 82 per cent, respectively. The results 
indicate that a 10 per cent increase in Internet 
penetration led to an increase in gross domestic 
product (GDP) per capita of between 1 and 8.2 per 
cent in Africa, between 3 and 5.1 per cent in Latin 
America and the Caribbean and between 5.5 and 
12 per cent in Asia, including Western Asia. 

Accordingly, cybersecurity has a good correlation 
with GDP, such that a 10 per cent rise in 
cybersecurity maturity leads to an increase of 
between 0.66 and 5.4 per cent in GDP per capita 
in Africa. In Latin America and the Caribbean, the 
increase in GDP per capita is between 1.8 and 3 
per cent, while in Asia, including Western Asia, 
it is between 4.5 and 9.8 per cent. Africa has the 
weakest cybersecurity maturity index, at 29.1 per 
cent, followed by Latin America and the Caribbean 
at 35.6 per cent and Asia, including Western Asia 
at 61 per cent. Asia, including Western Asia, has 
the strongest index and the lowest financial losses, 
which implies that the stronger a country’s or area’s 
cybersecurity posture, the lower its financial losses 
per capita.1 The overall research results underscore 
the importance of cybersecurity to development 
in the fourth industrial revolution. ECA remains 
committed to strengthening cybersecurity in 
Africa.
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1. Introduction
On 5 July 2012, the Human Rights Council 
adopted by consensus an important resolution 
on the promotion, protection and enjoyment of 
human rights on the Internet (A/HRC/20/L.13). The 
protection of citizens’ rights is a security concern 
affirmed in the Universal Declaration of Human 
Rights (United Nations, 1948). Therefore, the need 
to ensure the online security (cybersecurity) of 
citizens cannot be overemphasized. Cybersecurity 
is a concern of all Internet stakeholders 
(government, the private sector, civil society, 
technical and academic communities, and young 
people).

The advent of the Internet has transformed 
societies, economies and ways of life such 
that millions of people have been lifted out of 
poverty. Today, more than 50 per cent of the 
world population has access to information and 
communications technologies (ITU, 2021), which 
is an important target of the World Summit on 
the Information Society. While there is more to 
be done, the adverse effect of cybercrime, such 
as losses in reputation and investment, has cast 
a wide shadow on the possibility of reaping the 
full potential of information and communications 
technologies, especially with the advent of the 
fourth industrial revolution (World Economic 
Forum, 2016). There is therefore a need for an 
investigation into cybersecurity as a tool for 
development in the fourth industrial revolution.

With billions of devices (systems, sensors and 
actuators) operating autonomously in the fourth 
industrial revolution and more than 25 billion 
devices currently connected (Puglia, 2014; World 
Economic Forum, 2016), the pervasiveness of 
online risks is expected to rise geometrically in 
this fourth phase of the industrial revolution. 
This underscores the importance of establishing 
comprehensive security measures online to assure 
trust and confidence and to enhance continuous 
and sustainable development, as envisaged by 

world leaders in the 2030 Agenda for Sustainable 
Development (United Nations, 2015a) and Agenda 
2063: The Africa We Want, of the African Union 
(2015).

The pace of innovation and transformation in 
the fourth industrial revolution has the potential 
to solve diverse development issues in the areas 
of poverty alleviation, health-care delivery, 
improvement in literacy levels, and food security, 
among other things. Indeed, the possibility of 
achieving the Sustainable Development Goals 
(United Nations, 2015b) may be real if cybersecurity 
concerns are holistically addressed. In other words, 
cybersecurity assurance is an imperative for digital 
transformation and for the advancement of the 
digital economy in Africa. 

The conduct of the research on cybersecurity for 
development in the fourth industrial revolution 
was approved by the Economic Commission for 
Africa (ECA) at a meeting held on 3 August 2022).

i. Lomé Declaration

The first African Cybersecurity Summit, jointly 
organized by ECA and Togo, was held in Lomé on 
23 and 24 March 2022. The Summit was convened 
in order to hold a dialogue on effective and 
efficient measures to foster cybersecurity in Africa 
through strategies, policies and practices. During 
the Summit, Heads of State and Government, 
and representatives of African Governments, 
in cooperation with ECA, signed the Lomé 
Declaration on Cybersecurity and the Fight 
against Cybercrime (Lomé Declaration). African 
Governments expressed their commitment to 
establish a framework to efficiently fight against 
cybercrime and promote aculture of cybersecurity, 
including the creation of authorities, structures and 
capacities dedicated to cybersecurity. The vehicle 
for the realization of the Lomé Declaration is the 
newly formed African Centre for the Coordination 
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and Research in Cybersecurity, located in Lomé, 
through a memorandum of understanding signed 
on 29 July 2022 by the Government of Togo and 
ECA.

ii. Place of trust and the need 
for cybersecurity assurance

Critical to addressing cybersecurity concerns is 
the issue of trust in the interconnected paradigm 

of people, process and technology (systems, 
equipment and devices). When concerns are 
addressed, trust and confidence in the interrelated 
economic, social and political systems grow, as 
do the associated development indices. ECA 
thus supports African countries in prioritizing 
cybersecurity and optimizing the benefits of the 
digital economy in the region. It is in that regard 
that the research for the present report was 
conducted.
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2. Research justification

Studies indicate that a 10 per cent increase in per 
capita gross domestic product (GDP) is associated 
with a 22.6 per cent increase in the number of 
Internet users (Andrés, Diouf and Serebrisky, 
2007). Similarly, a 10 per cent increase in Internet 
penetration in developing countries points to an 
increase in GDP per capita of between 2.0 and 2.8 
per cent (ITU, 2019). It is in that regard that security, 
as it enables stability, also generates development. 
The implication of this is that cybersecurity also 
engenders Internet-enabled development, 
especially with more than 25 billion currently 
connected devices and many billions more 
projected in this fourth phase of the industrial 
revolution. 

In this paradigm, the likelihood of an increased 
threat to trust on the Internet, which may 
impede development, cannot be overlooked. 
The relationship between cybersecurity and 
development was investigated in an effort to justify 
the need to consider cybersecurity as networks 
become more complicated and sophisticated, and 
to underscore the urgency for cybersecurity to be 
taken more seriously by top management and 
stakeholders in the ever-expanding fourth phase of 
the industrial revolution. Accordingly, harnessing 
the full potential of the fourth industrial revolution 
to enhance human development unimpeded 
by cyberinsecurity and a lack of confidence in 
cyberspace use is essential to the attainment of 
the Sustainable Development Goals and the goals 
and targets of Agenda 2063.
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3. Methodology
The research contained in the present report 
was managed using the Projects IN Controlled 
Environments 2 methodology with the lead 
consultant as project manager and senior supplier; 
ECA management as corporate management; 
the Director of the Technology, Climate Change 
and Natural Resource Management Division, 
as executive; the Chief of the Technology and 
Innovation Section as the senior user; project 
assurance and the data collection consultants as 
team managers; and the lead consultant’s assistant 
as project support (see figure I for a detailed 
schema).

As noted earlier, the research was focused on 
identifying a relationship between cybersecurity 
and development in the fourth industrial revolution. 
This was achieved through the following activities:

1. An investigation of cybersecurity 
gaps in:

• Forty top Internet-ranking countries in Africa, 
with the attendant losses in organizational 
reputation and investment. While the loss of 
data was quite sparse, it was assumed that its 
effect is reflected in the Global Cybersecurity 
Index or maturity level of each country and 
that the level of Internet penetration ranking 
is a reflection of cybersecurity posture.

• Fifteen top Internet-ranking developed 
and developing countries or areas in Asia, 
including Western Asia, and in Latin America 
and the Caribbean, with the attendant losses 
in organizational reputation and investment 
contained in their Internet penetration and 
cybersecurity maturity metrics.

• Some of the yardsticks, which include 
compliance with the action lines and targets 
of the World Summit on the Information 
Society and the degree of infrastructural 
readiness as a cybersecurity factor, directly 
reflect the level of Internet penetration and 

cybersecurity metrics of the countries or areas 
concerned. They are contributing factors to 
the data of the Global Cybersecurity Index of 
the International Telecommunication Union 
(ITU) utilized in the present study. 

• The state of citizens’ awareness of the role of 
cybersecurity controls. This is a contributing 
factor to the ITU Global Cybersecurity Index 
data utilized in the present report. It was also 
assumed that the level of Internet penetration 
and cybersecurity maturity is a reflection of 
how citizens interact with the Internet based 
on knowledge.

• The presence of a recognized professional 
career path in cybersecurity, which is an ITU 
Global Cybersecurity Index variable.

• Institutional cybersecurity and other controls 
in place. This is also an ITU Global Cybersecurity 
Index variable.

(a) Metrics on Internet penetration and 
cybersecurity over a period of 10 years were 
analysed in conjunction with GDP data to 
determine the degree of correlation.

(b) Data sets from the World Bank Open Data 
Platform, ITU Global Cybersecurity Index, 
national telecommunications and information 
and communications technology regulators’ 
websites, DataReportal, Internet World Stats, 
news organizations and other public domain 
data outlets on the 40 top Internet-ranking 
African countries and 15 top Internet-ranking 
developed and developing countries or areas 
in Latin America and the Caribbean, and in 
Asia, including Western Asia, were analysed to 
observe the correlation between cybersecurity 
posture and development.

(c) A comprehensive literature review of scholarly 
materials on leading journals and online 
libraries was conducted on the subject matter.

(d) A quantitative technique was utilized in the 
research.
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Figure I : Project management team structure

ECA management
(Programme or corporate management)

Senior user(s)
Chief of Section, T/I

Executive, user and supplier
Project assurance

(delegated)

Executive
Director TCN

Senior supplier(s)
Lead consultant 

Change authority
Chief of Section, T/I

Project support
Lead consultant Personnel

Project manager and
lead consultant

Team manager
Data collection consultants

Team members

Lines of authority

Consultancy assurance responsibility

Lines of support or advice

Source: Projects IN Controlled Environments 2 Management Methodology.

Abbreviations: T/I, Technology and Innovation Section; TCN, Technology, Climate Change and Natural Resource Management 
Division. 
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4. Literature review

2 A state of regressive development where development is retarded.

i. Introduction

Cybersecurity for development in the fourth 
industrial revolution is a rather novel research topic 
judging by the paucity of scholarship materials 
on the subject matter. There has been significant 
study in areas of Internet diffusion and penetration 
and their connection to development. In one such 
study, Andrés, Diouf and Serebrisky (2007) found 
that a 10 per cent increase in per capita GDP 
enabled a 22.6 per cent increase in the number of 
Internet users, implying that an increase in Internet 
penetration has a measure of dependency on GDP 
growth. This showed a mutual association of the 
two variables. 

The Internet is a network of networks encapsulating 
information and communications technologies 
and consisting of the communications, services, 
hardware and software sectors (Olufuye, 2010). 
Security is an important deliverable for its 
acceptability in a trust-demanding environment, 
such as in e-commerce, e-health, e-business, 
e-transport, supply chain management, 
banking, e-government, critical infrastructure 
management and secured data transmission and 
communications. The open architecture of the 
Internet, with no initial inbuilt security design, 
highlighted the limited role of security in its 
operations, until the Internet became imperative as 
an enabler of development and a carrier of critical 
data that require a high degree of confidentiality 
and integrity. For this reason, there is a limited view 
that security has no direct link with development 
(Makridis and Smeets, 2019). 

An overwhelming number of scholars have 
indicated that security is connected to development 
and, by implication, cybersecurity is linked to 
development, especially when devices are always 
connected in critical production scenarios, such 
as banking, commerce, transportation, transport 

management, manufacturing, cloud computing, 
big data analytics and general ledger systems. 
The possible exploitation of billions of connected 
devices driving critical life-dependent systems in 
the evolving fourth industrial revolution presents 
a serious risk to human life and enjoyment. Taking 
the mitigation of this risk seriously is the fulcrum 
of underscoring cybersecurity for development in 
this fourth phase.

ii. Security and development

Matinuddin (2009) found that, where there is no 
security, the community falters and development 
and sustainable development become untenable. 
As a fundamental requirement of sovereignty, 
countries are expected to guarantee the security 
of their citizens. especially within their borders. and 
to ensure their territorial integrity. Failure to provide 
this security assurance leads to a failed state 
phenomenon. In such a situation, living conditions 
and standards plummet and development turns 
to regrelopment.2 In this scenario, security and 
conflict are strongly connected to development, 
which, in turn, highlights the importance of 
security to sustainable development.

iii. Cybersecurity and 
development

In 2012, the Human Rights Council adopted 
by consensus resolution A/HRC/20/L.13 on the 
promotion, protection and enjoyment of human 
rights on the Internet, declaring that every human 
right that is enjoyed “offline”, in accordance with 
the Universal Declaration of Human Rights, must 
be upheld online (United Nations, 1948; Article 19, 
2018). The Charter made it clear that the global and 
open nature of the Internet has the potential of 
facilitating development in its various forms. Since 
that assertion was made, studies have confirmed 
the strong relationship between the Internet 
and development. Where the Internet has been 
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widely deployed, its effect on economic growth 
and development is evident. In addition, the 
effect on GDP is more pronounced with the use 
of giganet broadband. Studies on mature Internet 
systems with giganet conducted by Mckinsey 
(2011) reveal that a 3.4 per cent contribution of 
the Internet to GDP, which resulted in a real per 
capita increase of $500, on average, over a 15-
year period was something that would have taken 
50 years for the earlier industrial revolution to 
accomplish. An interesting phenomenon is the 
causative relationship between broadband and 
development such that a 10 per cent increase in 
broadband raises per capita GDP by $13,036, or 
a $1,000 increase in per capita income increases 
broadband penetration by 0.4 per cent.

As the giganet phenomenon catches on in 
developing countries, helped largely by the 
coronavirus disease (COVID-19) pandemic, many 
establishments, including schools, businesses 
and governments, moved their operations online 
to such an extent that the contribution of the 
Internet to GDP soared between 5 and 17.9 
per cent in 2021 (Akpan, 2021). Data analysis 
for a period over 10 years under the present 
research showed an average GDP rise of $256 
per capita in African countries, with a significant 
correlation between Internet penetration and 
GDP. It was as high as $1,632 in Seychelles, and 
as low as -$4,230 in Equatorial Guinea. For African 
countries, 32 per cent of those sampled recorded 
a negative correlation between GDP and Internet 
penetration, owing to economic management 
issues unrelated to policy inconsistency beyond 
the influence of Internet penetration. For example, 
Nigeria suffered a depression in 2014 caused by 
the economic downturn engendered by the drop 
in high oil prices and economic management 
issues, which resulted in the country’s GDP 
shrinking by $100 billion. It did not start to recover 
from the depression until 2017. Notwithstanding, 
the strong Internet penetration growth produced 
a per capita growth of $32.

3 More information is available at www.un.org/techenvoy/global-digital-compact.

As dependence on the Internet increases, so does 
the growing demand for confidence and trust 
in the network as a consequence of increasing 
cases of cybercrimes and security gaps on the 
network. The need to protect the networks and 
safeguard assets online have become more urgent 
as the fourth industrial revolution gathers pace. 
The future plethora and multidimensional risks, 
such as another COVID-19 pandemic on a bigger 
scale, a nuclear war, a large-scale attack on critical 
infrastructure, or an unimaginable environmental 
disaster on the Internet that may adversely 
affect the viability of life on Earth prompted the 
Secretary-General in his report, “Our Common 
Agenda” (United Nations, 2021) to call for a Global 
Digital Compact to be agreed by all countries at 
the Summit of the Future, which is scheduled to 
be held in September 2024.3

iv. First, second and third 
industrial revolutions

Industrial revolutions are moments of drastic 
change in global economies, as compared with 
revolutions that bring about political change. As 
an economic change, productivity is transformed 
from one level to another. The first industrial 
revolution was marked by the inventions of the 
spinning jenny, steam engines and coke smelting. 
It enabled a shift from  subsistence production 
of goods to large-scale production of textiles, 
consumption goods and machine tools powered 
by the steam engine invented by James Watt in 
1769. It was a revolution that had its beginning in 
England and covered the period between 1760 
and 1830 (Allen, 2011).

The second industrial revolution ushered in steel 
production, mass assembly lines, petrochemicals 
and manufacturing engendered by the electricity 
grid. Germany and the United States of America 
were leading the innovations during the period 
1850 to 1914. The act of scientific management of 
workflow called Taylorism (after its inventor, Fred 
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W. Taylor), influenced mass manufacturing during 
that period (Wikipedia, n.d.).

The third industrial revolution began in the middle 
of the twentieth century with the invention 
of integrated circuits and the automation of 
product manufacturing. Integrated circuits, also 
known as chips, led to continuous miniaturization 
of microprocessors (chips) and the arrival of 
the Internet, which spurred the global village, 
digitization and the digitalization of processes. 
During that revolution, the factories began to 
use mass assembly lines interfaced with robots, 
as exemplified by Toyota. The company brought 
Taylorism to an end and replaced it with the Lean 
system, which strived for perfection in production 
and the avoidance of excess production, thereby 
meeting the exact customer requirements on time 
(Sesa Systems, 2022). 

v. Fourth industrial revolution

The fourth industrial revolution (also known as 
Industry 4.0) was first mentioned at the Hanover 
Technology Fair, held in Germany in 2011. It 
heralded the Internet of things and Connected 
things, enabling the remote control and tracking of 
objects through embedded sensors and actuators 
in utensils, machinery, vehicles, buildings and traffic 
lights, among other things. It also features artificial 
intelligence and robotics, cloud computing, big data, 
3D printing, blockchain technology, augmented 
reality and digital twins, all of which are enabled by 
sensors, actuators and objects driven by giganet. It 
is an evolving system in which the line between the 
physical and the virtual world is becoming blurred. 
The fourth industrial revolution features exceptionally 
smart manufacturing and the industry and factory of 
the future beyond planet Earth. It is an industry in 
which the traditional assembly line manufacturing 
gives way to on-demand precision manufacturing. 
According to Schwab (2016), it would be a 
breathtaking industry with a ubiquitous high-speed 
mobile-intelligent and connected system, brain and 

4 More information is available at www.weforum.org/platforms/the-centre-for-cybersecurity.

genetic enhancement coupled with exponential 
events happening at the same time.

More than 25 billion devices are currently connected 
and billions more are projected to be connected in 
the immediate future (Puglia, 2014; World Economic 
Forum, 2016). It is a development that would spur a 
new level of human development and prosperity. 
There is, however, concern with the security of 
the interconnected systems and the risk posed by 
unauthorized remote access control of the vast 
network of systems that drives new ways of learning, 
working, living and playing. That is why the role of 
cybersecurity in the fourth industrial revolution is so 
critical.4

vi. Cybersecurity for 
development in the fourth 
industrial revolution

Each of the first, second and third phases of the 
industrial revolution have led to increased prosperity 
for the global population, especially for countries 
that have played and are playing active roles through 
adoption, adaptation and innovation in technology. 
The fourth industrial revolution of Connected things 
is no exception. Data from the World Bank show that 
global GDP rose by 15 per cent, from $61.16 trillion 
to $84.97 trillion, between 2011 and 2021 (ITU, 2018). 

As the fourth industrial revolution accelerates 
with industrial, business and practically all human 
endeavours connecting and revolving around 
the virtual world at an unprecedented speed, the 
need for continuous trust in the systems cannot be 
overemphasized. Averting risks of hacks, infiltration 
by unauthorized entities, especially inherent system 
failure and human error, has rapidly increased the 
importance of cybersecurity as a major enabler of 
development in the fourth industrial revolution.

The Transmission Control Protocol and Internet 
Protocol open architecture of the Internet has been 
enhanced with such security features as Internet 
Protocol security, Secure Socket Layer and Transport 
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Layer Security, Secure Shell, domain name system 
security, symmetry and asymmetry encryption 
algorithm, including data hashing and the use of 
complex passwords with multi-factor authentication, 
to guarantee data confidentiality and integrity. These 
measures are coupled with continuous system 
monitoring and filtering to detect and prevent the 
intrusion of malicious software (malware) and to 
ensure data and network availability. Notwithstanding 
the use of technology to tackle cybersecurity, other 
critical factors include people, in terms of their 
readiness and capability; and process, which for any 
country and organization involves legal frameworks, 
laws to provide deterrence, strategy, policy and 
regulations, the presence of regulatory institutions, 
and collaboration among all stakeholders in the global 
fourth industrial revolution. Despite the best efforts 
made, to date, losses attributed to cybercrime are still 
being suffered as a result of various vulnerabilities. 
Steve Morgan (2020) estimates that cybercrime will 
cost the world approximately $10.6 trillion annually 
by 2025. According to ITU, the cost of cybercrime to 
reach $2 trillion in 2019 and $6 trillion in 2021. By such 
estimates, cybersecurity failure is costing between 5 
and 10 per cent of global GDP (ITU, 2018).

Given the unacceptable losses mentioned above, 
countries and even mature economies are 
investing in cybersecurity in order to harden their 
infrastructure to prevent unnecessary down time, 
reputation damage, and financial and intellectual 
property theft to hackers who are State entities 
and criminal groups. According to Allied Business 
Intelligence (2014) research, cybersecurity spending 
on critical infrastructure alone is expected to be in 
excess of $109 billion by 2020. The Republic of Korea 
planned to spend $607 million on cybersecurity 
in 2023, and the United States budgeted $10.9 
billion to spend on cybersecurity in 2023. This trend 
indicates that cybersecurity is top on the agenda of 
mature economies for sustained economic growth 
and development.

The fourth industrial revolution provides an 
opportunity for the digital divide to be bridged 

5 The hot deck imputation method is a process for handling missing data wherein each missing value is replaced with an observed 
equivalent from a “similar” data category.

in developing countries, as demonstrated by the 
Republic of Korea, Singapore and the United Arab 
Emirates, which are economies that have become 
newly mature and developed in the twenty-
first century. African countries have a window of 
opportunity to ensure that trust, a key deliverable 
of cybersecurity, in the growing dependence on 
the virtual giganetworks is sustained to ensure their 
continuous economic growth and development. 
It is, again, in this regard, that the present report 
hypothesizes that cybersecurity, as a major 
component of the fourth industrial revolution, 
enables development.  

To prove that hypothesis, a three-step approach 
was employed. The first step was to affirm the 
already established relationship between Internet 
penetration and GDP by reviewing available data 
from 2011 to 2021. The second approach was to 
investigate the relationship between cybersecurity 
posture and Internet penetration with data from 
2011 to 2021. The third and the most significant 
approach was to evaluate the relationship between 
cybersecurity posture and GDP over the same 
period. The findings show a significant correlation 
between the pairwise data sets, confirming that 
cybersecurity enhances development in the fourth 
industrial revolution. A percentage of cybersecurity 
posture was computed as an influential rate of a 
measure of GDP growth.

The use of data on financial loss and attacks were 
constrained by a lack of real data available for 
analysis. This is evidence of the lack of regulatory 
or legal requirements for reporting on financial 
losses and attack frequency or, if such data exist, 
the possible weakness of the enforcement 
mechanism. However, financial loss and attack data 
were generated using the hot deck imputation 
method.5 Actual national cybersecurity maturity 
data of the ITU Global Cybersecurity Index were 
available for 2014, 2017, 2018 and 2020. Data for 
the missing years were estimates based on the hot 
deck imputation method.
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5. Research design, data collation and 
analysis

6 Hot deck imputation is when a missing value is imputed from a randomly selected similar record.
7 Stochastic regression imputation involves the addition of “noise” to the imputed value obtained from regression imputation to 
ensure that the variation among imputed values is the same as the variation among observed values.

i. Introduction

The quantitative research undertaken for the 
present study was focused on the use of available 
data on the subject matter to generate numeric 
values that showed the dependence of one 
variable to another. Three data variables were of 
interest, namely, GDP, Internet penetration and 
the Global Cybersecurity Index data of the 40 
countries in Africa and the 15 countries or areas 
in Latin America and the Caribbean and in Asia, 
including Western Asia, respectively, with the 
highest Internet penetration according to the 
most current available data. Data were gathered 
over a period of 10 years (2011–2021) from 
reliable sources, including the World Bank, ITU, 
telecommunications regulators and DataReportal, 
among other sources.

ii. Research design and 
preparation

The year 2011 was considered as the beginning 
of the fourth industrial revolution. In the research 
design, that year was the starting point in the 
research effort. A period of 10 years was considered 
for data gathering, collation and analysis, with 
40 African countries (see subsection 5.3, table 1), 
along with 15 countries or areas in Asia, including 
Western Asia (see subsection 5.3, table 2), and 
15 countries or areas in Latin America and the 
Caribbean (see subsection 5.3, table 3) used as 
samples. To determine the countries or areas used 
for the research effort, evaluation of the most 
current Internet penetration data sourced from 
regulators’ websites or, if unavailable, data sourced 
from DataReportal, were gathered on all countries 
or areas in Africa, Latin America and the Caribbean, 
and Asia, including Western Asia. Data were then 

sorted from highest to lowest to select the number 
of countries or areas required for the research. 
Data connected to GDP, Internet penetration and 
the Global Cybersecurity Index were collected 
for 70 countries or areas. The processed Internet 
penetration, Global Cybersecurity Index and GDP 
data in the 40 African countries were compared 
with those of the 15 countries or areas in Latin 
America and the Caribbean and the 15 countries 
or areas in Asia, including Western Asia, in order to 
make a case for cybersecurity development in the 
fourth industrial revolution.

While complete cybersecurity data from 2011 
to 2021 were largely unavailable, the hot deck 
imputation6 and the stochastic regression 
imputation7 methods (considering the data sets 
to be homoscedastic) were used to bridge the gap 
for the missing years in the ITU Global Cybersecurity 
Index data sets. The Pearson correlation coefficient 
(see equation 1) computation was used to 
determine the relationship between the Internet 
penetration and cybersecurity variables. The closer 
the value was to one, the stronger the dependence 
of one variable, for example, Internet penetration, 
to the other, for example, cybersecurity. The 
relational proportion was calculated over the 
review period. This exercise revealed an alignment 
of Internet penetration data with cybersecurity 
data for the 10-year period. This alignment could 
be attributed to:

(1) The increasing adoption of the Internet as a 
measure of the trust users have in the network;

(2) Confidence in a system as a function of the 
inherent or associated security measures 
connected with the system;

(3) The assumption that a breakdown of security 
on the Internet would imply a breakdown of 
the usability of the Internet.
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(4) The trio of people, process and technology 
as enablers of Internet penetration and the 
enablers of its security.

As Internet penetration enables GDP growth per 
capita, the degree of the alignment of Internet 
penetration with cybersecurity was a determinant 
factor of cybersecurity to GDP.

Equation 1: Pearson correlation coefficient

  
(i)

Where,

r   = correlation coefficient

ix   = values of the x-variable in a sample

x   = mean of the values of the x-variable

iy   = values of the y-variable in a sample

y   = mean of the values of the y-variable

a. Computational analysis

Computing the effect of Internet penetration on 
GDP

• For each country or area, the rate of change of 
Internet penetration (IP) from one year to the 
other was first computed

ΔIP
ij
 = IP

ji
+1 - IP

ji
   (ii) 

Where, 

IP =  Internet penetration

Δ =  rate of change

i  =  initial study year (in this case, 2011)

j =  computation for a given country or area

• The mean of the rate of change per a above 
was computed

   (iii)

Where,  

n =  number of years (in this instance, 10)

j =  computation for a given country or area

• The cumulative year-on-year increase in GDP 
was computed

     (iv) 

Where,

C = cumulative

GDPij = gross domestic product

• The average GDP per capita increase over the 
period

  (v)

Where,

 = GDP per capita increase

Pc  = Population a given country or area

• Calculating the link between IP and GDP per 
capita

 

   
(vi)
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Where,

 = 10 per cent increase in Internet 
penetration

     = proportional sign           

• Calculating the lower range value of 10 per 
cent increase in IP on GDP per capita in United 
States dollars

       
  (vii)

Where,

 = lower range value of 10 per cent increase 
in IP on GDP per capita in dollars

S = number of countries or areas in a sample 
space

• Calculating the higher range value of 10 per 
cent increase in IP on GDP per capita in dollars

       
         (viii)

Where,

 = higher range value of 10 per cent 
increase in IP on GDP per capita in dollars

S = number of countries or areas with positive GDP 
per capita value from IP increase

• Calculating the latest country or area GDP per 
capita

    
  (ix)

Where,

GDPnj = latest GDP of a given country or area in a 
region

GPnj = latest GDP per capita for a given country or 
area in a region

j = given country or area

n = year of latest GDP/population data

Pnj = latest population of a given country or area 
in a region

• Calculating the average regional GDP per 
capita

       
 (x)

Where,

= average GDP per capita for a region

S = number of countries or areas with data in a 
region

• Calculating the lower range value of 10 per 
cent increase in IP on percentage increase in 
GDP per capita 

 (xi)

Where,

= lower per cent range of the effect of 10 
per cent IP increase on GDP per capita

• Calculating the higher range value of 10 per 
cent increase in IP on percentage increase in 
GDP per capita 

   (xii)

Where,

= higher percentage range of the effect of 
10 per cent IP increase on GDP per capita



15

Cybersecurity for Development in the Fourth Industrial Revolution

• The 10 per cent IP effect on GDP per capita 
growth range is provided in equations (xi) and 
(xii) above and expressed as follows:

Equation 2:  Increase of 10 per cent in IP enables 
GDP per capita

       
(xiiia)  
  
(xiiib)

Where,

= 10 per cent increase in Internet 
penetration in a region

= proportional sign           

    = GDP per capita in dollars for the region 
in perspective

 = lower percentage range of the effect of 
10 per cent IP increase on GDP per capita

 = higher percentage range of the effect of 10 
per cent IP increase on GDP per capita

b. Computing the effect of 
cybersecurity on gross domestic 
product

The effect of cybersecurity (CS) on GDP was 
computed based on the strong positive correlation 
of CS to IP. Using the Pearson correlation coefficient 
in equation 1, the equation for the effect of CS on 
GDP is given in Equation 14 below.

Equation 3:  Increase of 10 per cent in 
cybersecurity enables GDP per capita

       
(xiva)

(xivb)

Where,

 = 10 per cent increase in cybersecurity 
maturity in a region

 = GDP per capita in percentage increase 
for the region in perspective

 !   = correlation factor of CS to IP

 !"" #!" = lower percentage range of the effect of 10 
per cent IP increase on GDP per capita

 !"" #!"  = higher percentage range of the effect of 
10 per cent IP increase on GDP per capita

iii. International 
Telecommunication Union 
Global Cybersecurity Index

As technology evolves, new cyberthreats continue 
to be devised. In embracing technology progress, 
cybersecurity must form an integral and indivisible 
part of the process (ITU, 2014).

Safeguarding information and communications 
technology ensures the economic stability of 
cyberspace and provides a reliable environment 
that is critical for organizations and individuals to 
conduct business and freely communicate (ITU, 
2015). Safeguarding the integrity of cyberspace 
must involve the development of cybersecurity.

The ITU Global Cybersecurity Index was informed 
by country-level surveys, complemented by in-
depth qualitative research in all ITU member 
States. Information was collected on laws, 
regulations, computer emergency response 
teams and computer incident response 
teams, policies, national strategies, standards, 
certifications, professional training, awareness-
raising, and cooperative partnerships. The Index 
was computed based on five pillars, namely, legal, 
technical, organizational, capacity development 
and cooperation. The ITU Global Cybersecurity 
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Index report was produced for 2014, 2017, 2018 
and 2020.

iv. Countries or areas in focus

The following three tables show the Internet 
penetration rate of the 70 countries or areas (by 
region) selected for the present study (see tables 
1, 2 and 3).

Table 1: Countries with the highest Internet penetration in Africa

Country Population June 
2022

Internet penetration  June 
2022

Internet penetration June 
2022 (percentage)

1 Morocco 37 560 000 31 587 960 84.1

2 Kenya 55 600 000 46 355 022 83.1

3 Ghana 32 060 000 23 822 911 74.3

4 Egypt 105 200 000 75 660 000 71.9

5 Nigeria 214 100 000 151 021 062 71.4

6 South Africa 60 400 000 41 192 800 68.2

7 Tunisia 11 990 000 7 997 330 66.7

8 Mauritius 1 270 000 824 230 64.9

9 Rwanda 13 618 588 8 348 781 64.4

10 Gabon 2 310 000 1 432 200 62.0

11 Cabo Verde 558 900 345 959.10 61.9

12 Botswana 2 420 000 1 476 200 61.0

13 Algeria 44 980 000 27 280 000 60.6

14 Djibouti 1 010 000 595 900 59.0

15 Seychelles 98 600 57 977 58.8

16 Lesotho 2 170 000 1 126 230 51.9

17 Namibia 2 610 000 1 331 100 51.0

18 Gambia 2 520 000 1 285 200 51.0

19 Libya 7 000 000 3 472 000 49.6

20 Eswatini 1 180 000 554 600 47.0

21 Senegal 17 420 000 8 013 200 46.0

22 Cameroon 27 570 000 10 063 050 36.5

23 Côte d’Ivoire 27 400 000 9 946 200 36.3

24 Mauritania 4 840 000 1 732 720 35.8

25
Sao Tome and 
Principe

221 300 78 119 35.3

26 Angola 33 400 000 10 354 000 31.0

27 Sudan 45 450 000 14 044 050 30.9

28 Zimbabwe 15 210 000 4 654 260 30.6

29 Mali 21 160 000 6 326 840 29.9

30 Sierra Leone 8 060 000 2 393 820 29.7

31 Uganda 47 770 000 13 901 070 29.1

32 Zambia 19 190 000 5 469 150 28.5

33 Benin 12 290 000 3 490 360 28.4

34 Guinea-Bissau 2 040 000 571 200 28.0

35 Burkina Faso 21 800 000 5 951 400 27.3

36
Equatorial Guin-
ea

1 470 000 385 140 26.2

37 Togo 8 508 000 2 203 572 25.9

38 Congo 5 730 000 1 455 420 25.4
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Country Population June 
2022

Internet penetration  June 
2022

Internet penetration June 
2022 (percentage)

39 Ethiopia 119 300 000 29 825 000 25.0

40
United Republic 
of Tanzania

62 390 000 15 597 500 25.0

Sources: National telecommunications regulators of Benin, the Congo, Eswatini, Ghana, Kenya, Lesotho, Mauritius, Nigeria, Rwanda, 
Sierra Leone and Uganda; DataReportal and Internet World Stats (2021 and 2022).

Table 2: Countries or areas with the highest Internet penetration in Asia, including 
Western Asia

Country or area Population June 
2022

Internet users June 
2022

June 2022 ( percent-
age)

1 United Arab Emirates 10 040 000 9 939 600 99.0

2 Kuwait 4 350 000 4 306 500 99.0

3 Qatar 2 960 000 2 930 400 99.0

4 Bahrain 1 770 000 1 752 300 99.0

5 Republic of Korea 51 320 000 50 290 000 98.0

6 Saudi Arabia 35 590 000 34 842 610 97.9

7 Oman 5 270 000 5 017 040 95.2

8 Brunei Darussalam 443 500 421 300 95.0

9 Japan 125 800 000 118 300 000 94.0

10 Hong Kong, China 7 580 000 7 050 000 93.0

11 Singapore 5 920 000 5 450 000 92.0

12 Israel 8 860 000 7 974 000 90.0

13 Malaysia 32 980 000 29 550 000 89.6

14 Macao, China 662 900 573 400 86.5

15 Kazakhstan 19 146 252 16 410 000 85.9

Sources: National telecommunications regulators of Bahrain, Qatar and Saudi Arabia; DataReportal (2022).

Table 3: Countries or areas with the highest Internet penetration in Latin America and 
the Caribbean

Country or area Population June 
2022

Internet penetration June 
2022

Internet penetration
June 2022 (percentage)

1 Chile 19 120 000 17 700 000 92.0

2 Puerto Rico 3 194 000 2 530 000 89.4

3 Bahamas 393 248 338 900 85.0

4 Uruguay 3 474 000 2 910 000 83.4

5 Argentina 45 380 000 38 020 000 83.0

6 Barbados 287 371 235 400 81.8

7 Costa Rica 5 094 000 4 210 000 81.6

8 Saint Kitts and Nevis 53 192 43 300 80.7

9 Trinidad and Tobago 1 399 000 1 090 000 77.3

10 Brazil 214 700 000 165 300 000 77.0

11 Antigua and Barbuda 97 928 75 300 76.0

12 Ecuador 17 640 000 13 600 000 75.6

13 Paraguay 7 133 000 5 410 000 74.5

14 Mexico 128 900 000 96 870 000 74.0

15 Dominica 72 274 51 992 72.0

Sources: National telecommunications regulators of the Bahamas, Dominica, Mexico, Puerto Rico, Trinidad and Tobago; 
DataReportal.
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v. Data collation

To acquire GDP data for the selected countries 
or areas in Africa, Asia, including Western Asia, 
and Latin America and the Caribbean with the 
highest Internet penetration according to the 

most current data, relevant data were collated 
from the World Bank Open Data Platform, national 
telecommunications regulators, Internet World 
Stats and DataReportal, published on their 
websites (see tables 4, 5 and 6).
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The following three tables show the Internet 
penetration of the selected countries or areas in 

Africa, Latin America and the Caribbean, and Asia, 
including Western Asia (see tables 7, 8 and 9).
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The following three tables show the cybersecurity 
data of the selected countries or areas in Africa, 
Latin America and the Caribbean, and Asia, 

including Western Asia, with the highest Internet 
penetration (see tables 10, 11 and 12).
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vi. Data validation

Data were validated for quality and consistency 
through rigorous review and pairwise comparison 
with data from other sources. For example, GDP 
data from 2011 to 2021 were sourced and validated 
on the World Bank Open Data Platform and 
pairwise checked with data from DataReportal. 
Data on Internet penetration were sourced from 
the regulators’ websites and therein validated. In 
certain instances, when data were not available on 
the regulators’ websites, data from DataReportal 
were used.

vii. Data analyses

Data obtained were analysed in order to determine 
whether there was a significant correlation 
between national GDP and Internet penetration 
and cybersecurity in the selected countries or 
areas. The Pearson Correlation coefficient of 
GDP data and those of Internet penetration 
and cybersecurity were computed. The data are 
presented in figures II–XIV.

Note: Positive correlation is measured on a 0.1 to 
1.0 scale. Weak positive correlation would be in the 
range of 0.1 to 0.3, moderate positive correlation 
from 0.3 to 0.5 and strong positive correlation from 
0.5 to 1.0. The stronger the positive correlation, the 
more likely the subject data are to move in the 
same direction.

Detailed analyses show that:

1. In Africa:

• A 10 per cent increase in Internet penetration 
yielded average per capita growth of between 
$31 and $256 (between 1 and 8.2 per cent 
of per capita GDP) for the sample space of 
40 countries (see subsection 5.2, equation 2). 
When the sample space of the top 15 countries 
was used, it was between 4.8 and 7.4 per cent. 
The highest 10 per cent increase in Internet 
penetration yield was found in Seychelles 

($1,632 per capita), while the lowest yield was 
found in Equatorial Guinea (-$4,230 per capita).

• A 10 per cent increase in cybersecurity 
maturity yielded average per capita growth 
of between $20 and $169 (between 0.66 and 
5.4 per cent of per capita GDP) for the sample 
space of 40 countries (see subsection 5.2, 
equation 3). When the sample space of the 
top 15 countries was used, it was between 
3.36 and 5.18 per cent. The country with the 
highest 10 per cent increase in cybersecurity 
maturity yield was Seychelles, with $653 per 
capita, while the country with the lowest 
yield was Equatorial Guinea, with (-$2,115 per 
capita).

• Internet penetration correlates with GDP at 
0.32 (32 per cent), a positive correlation for 
which 68 per cent (27 countries) have positive 
Internet penetration correlation with GDP.

• Cybersecurity maturity correlates with GDP at 
0.3 (30 per cent), a weak positive correlation for 
which 63 per cent (25 countries) have positive 
cybersecurity maturity correlation with GDP.

• Cybersecurity correlates with Internet 
penetration at 0.66 (66 per cent), a strong 
correlation for which 93 per cent (37 countries) 
have positive cybersecurity correlation with 
Internet penetration.

2. In Latin America and the Caribbean:

• A 10 per cent increase in Internet penetration 
yielded average per capita growth of between 
$447 and $754 (between 3 and 5.1 per cent 
of per capita GDP). The highest 10 per cent 
increase in Internet penetration yield was 
found in Saint Kitts and Nevis, ($1,463 per 
capita), while the lowest yield was found in 
Brazil (-$1,340 per capita).

• A 10 per cent increase in cybersecurity 
maturity yielded average per capita growth of 
between $268 and $452 (between 1.8 and 3 
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per cent of per capita GDP). The highest 10 per 
cent increase in cybersecurity maturity yield 
was found in Antigua and Barbuda ($1,135 per 
capita), while the lowest yield was found in the 
Bahamas (-$1,258 per capita).

• Internet penetration correlates with GDP at 
0.30 (30 per cent), a weak positive correlation 
for which 47 per cent (seven countries or areas) 
have positive Internet penetration correlation 
with GDP.

• Cybersecurity maturity correlates with GDP at 
0.3 (30 per cent), a weak positive correlation for 
which 36 per cent (five countries or areas) have 
positive cybersecurity maturity correlation 
with GDP.

• Cybersecurity correlates with Internet 
penetration at 0.6 (60 per cent), a strong 
correlation for which 71 per cent (11 
countries or areas) have positive cybersecurity 
correlation with Internet penetration.

3. In Asia, including Western Asia:

• A 10 per cent increase in Internet penetration 
yielded average per capita growth of between 
$1,898.15 and $4,149.20 (between 5.5 and 12 
per cent of per capita GDP). The highest 10 per 
cent increase in Internet penetration yield was 
found in Israel ($11,786 per capita), while the 
lowest yield was found in Japan (-$7,357 per 
capita).

• A 10 per cent increase in cybersecurity maturity 
yielded per capita average growth of between 
$1,518.52 and $3,319.36 (between 4.5 and 9.8 
per cent of per capita GDP). The highest 10 per 
cent increase in cybersecurity maturity yield 
was found in Israel, ($10,607 per capita), while 

the lowest yield was found in Japan, (-$4,414 
per capita).

• Internet penetration correlates with GDP at 
0.25 (25 per cent), a weak positive correlation 
for which 60 per cent (nine countries or areas) 
have positive Internet penetration correlation 
with GDP.

• Cybersecurity maturity correlates with GDP at 
0.4 (40 per cent), a weak positive correlation 
for which 64 per cent (nine countries or 
areas) have positive cybersecurity maturity 
correlation with GDP.

• Cybersecurity correlates with Internet 
penetration at 0.82 (82 per cent), a strong 
correlation for which 100 per cent of countries 
or areas have positive cybersecurity correlation 
with Internet penetration.

When data for Africa were computed to match 
the sample population of the top 15 countries or 
areas with the highest Internet penetration in Latin 
America and the Caribbean and in Asia, including 
Western Asia, the result for Africa showed a slight 
increase in per capita income to $363 from $256 
for a 10 per cent increase in Internet penetration. 
This is still far short of the per capita income 
of $754 and $4,149 in Latin America and the 
Caribbean and in Asia, including Western Asia, 
respectively. Conversely, a sample space of 40 out 
of 54 countries in Africa (74 per cent) provides 
more reliable estimates than the sample space of 
15 (28 per cent).

Data from table 13 show a strong cybersecurity 
correlation with Internet penetration, which 
indicates that cybersecurity is a measure of Internet 
technology, its acceptability by the people and its 
positive impact on their income.
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Figure II: Gross domestic product, Internet penetration and cybersecurity correlations 
in 40 countries or areas in Africa, 15 in Latin America and the Caribbean, and 15 in Asia, 
including Western Asia (Percentage)
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Source:  author’s compilation, based on ECA data.

Abbreviations: IP, Internet penetration; CS, cybersecurity.

Using the same population sample of 15 countries 
or areas in Africa, in Latin America and the 
Caribbean and in Asia, including Western Asia, 
a 10 per cent increase in cybersecurity maturity 
delivered per capita GDP increases of between 
3.36 and 5.18 per cent for Africa, 1.8 and 3 per cent 
for Latin America and the Caribbean and 4.5 and 

9.8 per cent for Asia, including Western Asia (see 
table 14), provided that there is a continuum in the 
relevant governance policies of a given country 
or area so as to avoid political and economic 
instability leading to policy somersaults, capital 
flight and loss of confidence in the economy.
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Using the same population sample of 15 countries 
or areas each in Africa, Latin America and the 
Caribbean and Asia, including Western Asia, figure 

III shows the correlation between gross domestic 
product, Internet penetration and cybersecurity.

Figure III : Gross domestic product, Internet penetration and cybersecurity correlation in 
15 countries or areas from each continent (Percentage)
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Source: author’s compilation, based on ECA data. 

Abbreviations: IP, Internet penetration; CS, cybersecurity.

Figure IV: Regional cybersecurity maturity index (Percentage)
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iv. Data visualization

When the 40 countries sample space for Africa is 
used, a 10 per cent increase in Internet penetration 
enables between 1 and 8.2 per cent increase in 
GDP per capita (see figure V).

Figure VI shows the Internet penetration when 
sample space is 15 countries or areas in each 
region. In Africa, a 10 per cent increase in Internet 
penetration enables between 4.8 and 7.4 per cent 
GDP growth. In Latin America and the Caribbean, 
it enables between 3 and 5.1 per cent GDP growth, 
and in Asia, including Western Asia, between 5.5 
and 12 per cent GDP growth.

Figure V : Internet penetration and gross domestic product growth in 40 African 
countries
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Source: author’s compilation, based on ECA data.
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Figure VI : Internet penetration and gross domestic product growth on the three 
continents (Percentage)
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Figure VII : Correlation between Internet penetration and cybersecurity (Percentage)
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When the 40 countries sample space for Africa is used in the computation, a 10 per cent increase in 
cybersecurity maturity delivers a per capita GDP increase of between 0.66 and 5.4 per cent (see figure VIII).
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When the sample space is 15 countries or areas, 
a 10 per cent increase in cybersecurity maturity 
enables between 3.36 and 5.18 per cent GDP 
growth in Africa (see figure IX). In Latin America 

and the Caribbean, it enables between 1.8 and 
3 per cent GDP growth, and in Asia, including 
Western Asia, between 4.5 and 9.8 per cent GDP 
growth.

Figure VIII : Cybersecurity and gross domestic product growth in 40 African countries
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Figure IX: Cybersecurity and gross domestic product growth on the three continents
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Figure X : Gross domestic product growth in 40 African countries, 2011–2021 (Billions of 
United States dollars)
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Figure XI: Internet penetration growth in 40 African countries, 2011–2021 (Percentage)
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Figure XII: Cybersecurity maturity growth in 40 African countries,  2011–2021 
(Percentage)
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Figure XIII: Number of cyberattacks (Millions)
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Published data show that Internet cyberattacks 
and financial losses in Africa for the period 2011–
2021 amounted to 873 million and $20 billion, 
respectively (see table 15). By estimates, the 
numbers recorded were less than 10 per cent of the 
actual assuming non-disclosure of many incidents 
in the absence of legal requirements for disclosure. 
In Latin America and the Caribbean, the number 
of cyberattacks and financial losses for the same 
period amounted to 181 million and $128 billion, 
respectively; and in Asia, including Western Asia, 
the number of attacks and financial losses were 
131 million and $30 billion, respectively. Although 
data show that, of the three regions, Latin America 
and the Caribbean suffered the highest financial 
losses as a result of cyberattacks, Africa has the 
weakest cybersecurity maturity index at 29.1 per 

cent, followed by Latin America and the Caribbean 
at 35.6 per cent, while Asia, including Western Asia 
have the strongest cybersecurity maturity index at 
61 per cent (see figure IV), with the lowest financial 
losses per capita.

v. Data evaluation

Data used in the present report were taken from 
primary sources, including the World Bank, national 
telecommunications regulators and ITU, and the 
United Nations system entities responsible for 
cybersecurity. Those primary sources provided data 
on GDP, Internet penetration and cybersecurity, 
respectively, for the evaluation to be carried out. 
Secondary data sources include DataReportal 

Figure XIV : Cyberattacks and financial losses (Billions of United States dollars)
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Table 15: Cyberattacks and financial losses

Continent
Number of countries or 
areas in sample popu-
lation

Number of cyberattacks 
(millions)

Financial losses 
(billions of United States dol-
lars)

Africa 40 873 20
Latin America and the 
Caribbean

15 181 128

Asia, including Western 
Asia 

15 131 30
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and Internet World Stats, which provided pairwise 
comparison for validation purposes.

The hot deck imputation method was used to 
account for the missing years in cybersecurity 
data, and best efforts were made to ensure the 
use of best fit data approximation for the missing 

data series for 2011, 2012, 2013, 2015, 2016, 
2019 and 2021. The Internet penetration and 
cybersecurity correlation result reflects the true 
sense of the connection of cybersecurity maturity 
to confidence that enables growth in Internet 
penetration.
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6. Design, development and deployment 
of an analytical platform

i. Introduction

The need for a dynamic development platform in 
order to view and analyse development data as 
they evolve is the fulcrum of the web-based data 
analytics platform. Through a universal resource 
locator (URL), the outcome of the present research, 
along with current and future data on GDP, Internet 
penetration and cybersecurity, will be available on 
the platform.

ii. Analytics platform

The objective of the data analytics platform is to 
create an online data-driven platform that reflects 
changes in national and continental development 
data relating to GDP, Internet penetration and 
cybersecurity and the correlation between them; 
to reflect the progress made towards cybersecurity 
for development in the fourth industrial revolution; 
and to utilize the platform as an important 
management reference point on cybersecurity.

iii. Development structure and 
framework

The online analytics platform is a content 
management system designed to project the data 
used for research and to display the results obtained 
in a clear way. It is also designed to be a framework 
for data analysis for periods beyond the coverage 
of the present research. The platform enables 
viewers to analyse such development data as GDP, 
Internet penetration and cybersecurity trends for 
each of the 70 countries or areas assessed in the 
present report. The platform is available at https://
cd4ir.africa.

iv. Sustainability

The URL for the platform is to be sustained through 
existing online platform frameworks managed by 
the owners of the present research.
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Conclusion

i. Results of analyses

As security offline is critical to economic 
development, so is cybersecurity critical to Internet-
enabled economic development activities, 
especially considering the fast pace of the fourth 
industrial revolution. While the results of the present 
research indicate a positive Internet penetration 
and cybersecurity correlation with development 
across the regions under study, the results also 
reveal that, when the 40 countries sample space 
for Africa was used in the computation, a 10 per 
cent increase in cybersecurity maturity delivered a 
per capita GDP increase of between 0.66 and 5.4 
per cent. The percentage per capita output from 
Africa, compared with the countries and areas 
in Latin America and the Caribbean and in Asia, 
including Western Asia was relatively close at 15 
country or area sample space parity. In that regard, 
a 10 per cent increase in cybersecurity maturity 
in Africa yielded between 3.36 and 5.18 per 
cent of per capita GDP. In Latin America and the 
Caribbean, the percentage increase was between 
1.8 and 3 per cent, and in Asia, including Western 
Asia, between 4.5 and 9.8 per cent.

Further results of the research include the 
following:

• Some 63 per cent (25 out of 40) of African 
countries have positive cybersecurity 
correlation with GDP. This implies that ECA 
efforts at mainstreaming cybersecurity in 
Africa is yielding results, but more needs to 
be done with regard to the remaining 27 per 
cent of African countries.

• Some 93 per cent (37 out of 40) of African 
countries have positive cybersecurity 
correlation with Internet penetration. This is an 
indication that the more Internet penetration 
grows, the higher the country’s cybersecurity 
maturity.

• A 10 per cent increase in Internet penetration 
yields average per capita growth of between 
$31 and $256 (between 1 and 8.2 per cent of 
per capita GDP) for the sample space of 40 
countries. When the sample space is the top 
15 countries, it is between 4.8 and 7.4 per 
cent. Seychelles has the highest 10 per cent 
increase in Internet penetration yield ($1,632 
per capita), while Equatorial Guinea has the 
lowest yield (-$4,230 per capita). Compared 
with other regions, the low per capita 
output in Africa is a reflection of the lack of 
proportionate increase in income, implying 
that African countries need to diversify their 
income base and boost their intra-African 
trade. One of the vehicles to achieve that is 
the African Continental Free Trade Area.

Internet cyberattacks and financial losses in Africa 
during the period 2011–2021 amounted to 873 
million and $20 billion, respectively. By estimates, 
the numbers recorded were less than 10 per cent 
of the actual assuming non-disclosure of many 
incidents in the absence of legal requirements for 
disclosure. In Latin America and the Caribbean, the 
number of cyberattacks and financial losses were 
181 million and $128 billion, respectively. In Asia, 
including Western Asia, the number of attacks and 
financial losses were 131 million and $30 billion, 
respectively. Although data show that, of the 
three regions, Latin America and the Caribbean 
suffered the highest financial losses as a result of 
cyberattacks, Africa has the weakest cybersecurity 
maturity index at 29.1 per cent, followed by Latin 
America and the Caribbean at 35.6 per cent, while 
Asia, including Western Asia have the strongest 
cybersecurity maturity index at 61 per cent, with 
the lowest financial losses per capita. This implies 
that the stronger a country’s or area’s cybersecurity 
posture, the lower the financial losses per capita. 
Accordingly, countries and areas need to take 
cybersecurity seriously in order to reduce losses if 
not completely eliminate them.



49

Cybersecurity for Development in the Fourth Industrial Revolution

ii. Recommendations

In the light of the above research, the following 
recommendations are made:

1. Countries and areas need to establish a stable 
and accountable national or organizational 
governance system over a sustained period 
of time for cybersecurity to have stronger 
correlation with development. As confidence 
and trust in doing business and moving 
workflow online reflect online security 
assurance, it is important to note that such 
assurance is what sustains continuous 
investment in Internet-enabled businesses 
and thus, boosts the economic productivity 
necessary to increase per capita income.

2. Countries and areas need to take their 
cybersecurity maturity seriously and 
are encouraged to conduct regular self-
assessments. Important regulations, laws 
and conventions, such as the African Union 
Convention on Cyber Security and Personal 
Data Protection, adopted in 2014 in Malabo, 
should be signed and ratified by other 
countries without delay, with mechanisms put 
it place for its follow-up implementation.

3. Laws requiring disclosure of cyberattacks and 
losses by corporate entities and individuals 
should be enacted in order to promote 
transparency and accountability, with a view 
to improving efforts to address cybersecurity 
challenges. Mechanisms should be put in 
place to make it easy for victims to report such 
cases, for example, an Internet application that 
enhances ease of reporting with free tips on 
how to prevent future attacks and recover 
from losses.

4. Original equipment manufacturers and 
vendors should uphold the principle of 
security by design that ensures that, before 

8 Additional information is available at https://unctad.org/topic/commission-on-science-and-technology-for-development/
mandate.
9  Additional information is available at www.un.org/en/model-united-nations/economic-and-social-council.

equipment is produced, at the very least, a 
change in default passcodes is prompted.

5. As humans remain the weakest link in 
ensuring an effective cybersecurity framework 
in any organization, resources should be 
made available for cybersecurity capacity 
development at all levels of the education 
system.

6. Data indicate that cybersecurity challenges 
concern all countries and areas, which implies 
that they all need to collaborate, especially 
under the auspices of the Commission on 
Science and Technology for Development,8 
which comes under the United Nations 
mandate through the Economic and Social 
Council,9 for global public policy issues, as 
cybersecurity is a global public policy issue.
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